NABOR\NFO naborinfo.ru 8 800 551-21-81

UT-CTyansa TpaduK-cuctem

Be3onacHOCTb MHTEPHET-NPOEKTOB:

OCHOBHble NpPobaembl Pa3paboTKkn n
nyTn peleHnin

(© 1c-BUTPUKC


tel:88005512181
https://naborinfo.ru/
https://naborinfo.ru/

£l CaiTbl ceroaHa — Habop (© 1c-BuTPMKC
3an4yacTteu

bonbllaa YacTb COBPEeMEHHbIX
CanToB - Habop 3anyacTen

HU3KNIN YPOBEHb CTAaHAAPTHOM
pa3paboTKu

OTCYTCTBME eAUHOMN KOHLUENUMm
6e3o0nacHoOCTHU

HECKOJ/IbKO aKKayHTOB A4 O4HOTIo
NoJib30BaTENA

He obHoBANAemoe MO, ocobeHHO
nocne moaudpuKkaumnm




O 6e30nacHOCTU camUTa

(© 1c-BuTPHKC
AYMaloT B nocneaHoo oyepeab!

£4 vHanBuayanbHble pa3paboTunkmu AymatoT o
6e30nacHOCTU CaAaMTOB B CaMylto MOCAEAHIOH0
oyepeb

B4 knneHTbl He roToBbI NNaTUTL 3a 6e30MacHOCTb
MHTEPHET-NPOEKTOB

noApasymMeBaeTcs, YTo Pa3paboTymMK AONKEH ITUM
3aHMMATbCSA, HO Y HETO HE OCTAETCA HU BPEMEHMU, HU
broaKeTa

______________________J



EJ XOCTUHTI 4acTo He
3alimLLeH

&4 3ayacTyio ypoBeHb
aAMNHUCTPUPOBAHUA
CepBEpPOB N XOCTUHTA
Kpumu4yecKu HU3KuUU

peaKo UCMNO/b3YIOTCA
CUCTEMbI
aBTOMATUYECKOro
MOHMUTOPUHTA

(® 1¢c-ButPUKC




BesonacHOCTb caiTa (© 1c-BuTPHKC

A [TMP] - Microsoft Internet Explorer

Beb6-caT - YacTb KOPNOPATUBHOM -
K@ G O @ @ (3- 5
UHPaCTPYKTYpPbI.

B3nom KOpnopaTUBHOIO caiTa - 3TO yaap no
penyTauum u UMUAKy KomnaHum. OyeHb
HenpuAaTHoe B NOA0OHbIX COBbITUAX - Or/1acKa
npoucwecTsna. Ho noteps AaHHbIX C CalTa,
MHPOPMaALMM O KIMEHTAX — 3TO Y3Ke NpaAmble
yObITKU. M ornacka TakmMx NpouncCLLIEeCcTBUM
NPOUCXOAMUT AANEKO He Bceraa.

] rotoss © Wirepret

Yem cepbe3Hee KOMMNAHMA N U3BECTHEE ee
MMA N NPOAYKTbI, TEM CYLLLECTBEHHEE
6bIBalOT PUCKU M YObITKM OT B3/10Ma
KOPNOpaTUBHOIO camnTa.

______________________J



1C-Butpukc: FrameWork (© 1c-BuTPHKC

Nnardpopma «1C-BUTPUKC» - 3TO
KOMIMJIEKCHOE pelleHue ¢ eaAnHOMU
cucremom 6e3o0nacHOCTMU:

eZInHaA NoAnTUKa 6e3onacHoOCTH

eAnHasa CUCTemMa aBTopu3aumu;

eanHbIN B6oa)KeT NoNb30BaTeNA AN BCEX MOAY/1EN

TPEXypOBHEBAA CUCTEMA Pa3rpaHNUYEeHnA nNpas A0CTyna

HEe3aBMCMMOCTb CUCTEMbI KOHTPOA AO0CTyNa OT BU3HEC-NOTUKM CTPAHULbI
CMeHa napons

3aMOMHUTb aBTOPU3aALMIO

BO3MOXHOCTb WMPPOBaHUA MHPOPMaLMK NPU Nepeaaye

cuctema obHosneHumn SiteUpdate

HEe3aBMCMMOE KYPHAMPOBaHME BbINOJIHAEMbIX CTPaHUL, B moay/sie CTaTUCTUKMK
NONNTUKA PaboTbl C NeEPEMEHHBIMU U BHELWWHUMW AaHHbIMU

MeTOAMKa ABOMHOIO KOHTPOA KPUTUYECKM ONACHbIX Y4ACTKOB KOAaA

CECE<E<E<E<E<E<E<E<E<H<H<

NONNTUKA pa6OTbI C NN1aCTUKOBbIMU KapTaMiH

___________________J



LLuKkn pa3paboTKu (© 1c-BUTPHKC

Mepep BbinycKOM moayna naet obAasartesnbHoe
TeCcTUpoBaHue pa3paboTynkamm Ha
BHYTPEHHUX cepBepax C pa3HbiMu Bazamu
AAHHbIX, ONepPaUMOHHbIMN CUCTEMAMMU U
Bepcuamu PHP

OTaen TeCTUPOBaHUA NPOBEPAET Ha
cooTBeTcTBUE BU3HEC-PYHKLMOHANBHO
Ha/iM4yme owmnbokK

Otaoen 6e3o0nacHOCTM NPoOBepPAET Ha Hann4ue
YA3BMMOCTEN

Mopaynb noctynaeT B 6eTa-TecTMpoBaHue
KNMEHTAM M NapTHepam

Paspabotunkmn pabortaior B KomnaHum no 5-8 net, HO BCe PaBHO AOMNYCKalOT
owunbKu B 6esonacHoctu. NMouemy?

______________________J



Ncnxonorua xakepa v

(© 1c-BuTPHKC
pa3paboTumKa

MNcuxonormna xakepa v pa3paboTunka NPUHLUNNANIBHO OT/IMYAKOTCA

Kak mbicant pa3p360T‘-IMK... «o« 1 KK MbBICJ/IUT XaKep

MpodeccrnoHanbHbIM Beb-pa3paboTynk CTaHOBUTCA TONBKO Yepes 3-5 net u
NPY aKTUBHOM KOHTPO/1€ CO CTOPOHbI CNeuuanncta no seb-b6esonacHocTu




CrypeHTbl, UT cneynanuctol Ha4aNbHOro
YPOBHS

NPOB6YIOT CU/bl Ha MEePBbIX NOMaBLUNXCA CalTax
HEeT MOHMMaHUA NOCNeACTBUIA ANA KepTBbl

HET OCO3HaHMA PUANYECKON JINYHOMN
OTBETCTBEHHOCTU

peaKo 3apabaTbiBalOT Ha XaKEPCTBE KaK Ha
busHece

MpodeccmoHanbHble cnewmuanmucTbl

NPEeKPaACHbIN TEXHUYECKUI Barax

HUKOI4a He CBETATCA B TYCOBKaAX, He
KPUBNAAKOTCA

AEeNatoT TONIbKO Ha 3aKa3 U TO/IbKO 3a AeHbIn
aKTMBHO paboTatoT Ha cnyXbbl besonacHoOCTH
KPYMNHbIX KOMNaHUN

CooTHOLWeHMe pa3paboTunkos
K Xakepam 1:100




MnaTHbINM ayauT 6€30nacHOCTH © 1c-BuTPHKC

NHamnBmayanbHaa NpoBepKa NPOEKTOB
cneyuanmuctamm nNo Beb-b6esonacHoOCTU

Bonbwon obbem paboTbl

[TOCTOSIHHbIE U3MEHEHMNA BHOCUMbIE B MHTEPHET-
NPOEKTb

HexBaTKa cneunanmcros

OTcyTcTBME COOPMUPOBAHHOM NMPAKTUKU ayaAUTOB

__________________________J



Komnnekc «lMpoaKTuBHaA
3aWnTa» UHCTPymeHTbI
6e3onacHocTH

(© 1c-BuTPHKC

Web Application Firewall (MpoaKTMBHbIM
GUNbTP 3aWMUTbI OT aTak)

Be6-aHTMBMpYC

AyTeHTUPMKALMA N CUCTEMA COCTABHbIX
naponewn

TexXHONOrMA 3aLLMTbI CECCUMM NONb30BaTeNs
AKTVMBHaA peaKkLUMa Ha BTOPMKEHME
KOHTPO/b LLeNOCTHOCTM CUCTEMDI

3awmTa oT PULLMHIA

LLinppoBaHme AaHHbIX

MpynnoBble NONUTUKM 6e30nacHoCTU
3almTa Npyu perncTpaLMm u aBTopusaLmm

ypHan cobbIThii




be3onacHocTb: lNaHenb

6e3onacHocTu

OueHKa ypoBHe
6e30NacHOCTM Beb-
npoeKTa

q.ul Beb-aHanuThKa

{(:a}nacrpoim

[:] .7 WzbpanHoe
~
5 Mons3osateni

[=] (3 NpoakTHeHas 3awnTa

4, Momck

[2] Naxens BezonacHocT
5] MpoakTueHbli bunsTp
[E] XypHan BTopXeHui
[£] OagHopazoBLe naponu
[2] KoHTpone L@NOCTHOCTH
[2] 33WMTa 3AMUHUCTPATHEHC
[] 3aumTa ceccuid
[l KoHTpOMb 3KTMEHOCTH
[ Cvon-nucr

(= ¥ Ap/LDAP

H g NoKanuzaumua

|‘%_. MNanene GeaonacHOCTH

(© 1c-BUTPHKC

ik PaBounit cron » Hacrpoiiku > MpoakTueHan sawwTa » Nanens BesonacHocTi

Tekywuin ypoeeHb 6e3onacHocTi: CTaHAapTHbINA.

YposeHb bezonacHocTi: CTaHAapTHbIA

NapameTp

Npoaktuexsi dunetp (Web Application Firewall)
Wekniouenna 3 npoaKTueHore dunsTpa

HypHan ETopWEHWIA 33 nocneHuMe 7 AHel
KOHTpONE 3aKTMBHOCTH

Yposexs Be3onacHoCTW rpynnel adMWHWCTPETOPOE

Wenonezosate CAPTCHA npw perncTpaumn

BxnmoueH

Her

iaaunm

1
BinroueH
MNossiweHH IR

Aa

PexuM BbiB0qF OWWGOR (STTOr_TEporting It

YpoBeHb bezonacHoCTH: BbiCOKHA

Napamerp

Tonoko ownbrK

3naqeHue

HypHanuposanue cobeiTuii riasHore mogyna
3aWNTa BAMMHICTPATMBHOA YacTH
¥paHeHue ceconit B Basze QadHex

CHeHa naeHTwbuKkaTopa ceccui

He Bce BRAOYEHBI
BrixnoueHa
EbiknmoueHo

Beixmouena

YpoBeHb bezonacHocT: MoBbilIEHHDbIA

MpocMoTpETH S3NKUCKH

PexoMerHaaumm

Brnmouuts
Ernrounts

Brnmoyute

BrN4uT]




MpoaKTUBHbIN PUNDLTP

o . (© 1c-BuTPHKC
Web Application FireWall

Pacno3HaeT 60/1bLULMHCTBO OMNACHbIX YIPO3 U
ONOKMPYET BTOPXKEHMA HA CaWUT

* XSS - cross site scripting (CSS)

* SQL nHbeKuun

* PHP Including

* YaCTb aTaK, CBA3aHHbIX C 06X040M KaTa/ioros

JKpaHUPYET NPUNOKEHUE OT Hanbonee aKTMBHO UCMONb3YEeMbIX aTakK
dDUKCMpPYET NONbITKK aTaKK B KypHane

NHPopMMpyeT aAMUHUCTPATOPA O CAYHaAAX BTOPIKEHUS

_____________________J



TexHoN0OrMAa oagHOPaA30BbIX

g (© 1c-BuTPHKC
naponemu

TexHonorna ogHopa3oBbix Nnaponen (One
Time Password - OTP) c ucnonb3oBaHuem GTOJRE‘ n
6penkos Aladdin eToken PASS no3sonsaer et
6bITb OIHO3HAYHO YBEPEHHbIM, YTO Ha
CanTe aBTOPU3YETCA MMEHHO TOT YENOBEK,
KOTOPOMY Bblaanu 6penok.

KoppeKTHOCTb paboTbl 3n1eKTPOHHbIX Kntoyen eToken
PASS nnsa cuctembl «1C-butpukc: YnpasieHue cautom
8.0» noaTBep¥KAaeTcAa COOTBETCTBYHOLLUM
ceptudunkarom KomnaHum Aladdin, BbigaHHbIM Ha .
OCHOBAHWUN CEPUU NCMbITAHUN. Aladdln

SECURITY S50OLUTIONS

_____________________J



TexHoN0orms 3aLWuThbl

aBTOPU30BaHHbIX
ceccum
Ceccma nonb3oBaTesia — 3TO KnI-O'-IEBOﬁ

06beKT aTaku Ha Beb-calT c Lenbto
NONYYEHUA CECCUM aBTOPU3OBAHHOIO
No/b30BaTeNs

B NOBbIWEHHbIX peXmnmax
6e3onacHoCcTU ceccusa byaet
MO/IHOCTbIO MEHSATLCA Pa3 B HECKO/IbKO
MUHYT (B 3aBUCMMOCTU OT HACTPOMKN)

MexaHn3M XpaHeHunA ceccuin B Hase
AAHHbBIX ANA NCKNOYEHMA OWNOOK
KOHOUIypMpOoOBaHUA BUPTYaSIbHOIO
XOCTUHra, OWNOOK HAaCTPOMKKM NpaB
A0CTYyNa B BPEMEHHbIM KaTasioram u
pAaga Apyrux npobaem HacTpomnKu
onepaumMoHHOM cpeabl




KOHTPO/Ib aKTUBHOCTH (© 1¢c-BuTPUKC

Ob6ecneynsaeT 3aLLUTY
ot DDoS ataK Ha Beb-
NPUNOMKEHUA, OT

aBTOMATU3UPOBAHHbIX

poboTOB, KOTOpbIE v | P
M3B/IEKAOT KOHTEHT, — (==
CMAMAT U BCAYECKM
noACTPANBAOTCA Moz,
noceTnTeneu

4



LLindpoBaHue AaHHbIX

[NonHasa noaaepka pabotbl no SSL.

OAnH N3 KNto4eBbiX BapUAHTOB
obecnevyeHUs 3aWULLLEHHOCTH
NPOEKTa — WKNPpPOBaHME AAHHbIX U
CECCUOHHbIX 3HAYEHUWN Npun
nepegaye mexay noab3oBaTenem u
canuTom.

3a4acTylo Pa3aenATCA PEXUMbI
PaboTbl NONb30BaTENEN U
aAMUHUNCTPATOpPA.

HoBble napameTpbl N0O3BONAT
MCMNONb30BaTb HECKO/IbKO PEKMUMOB
pPaboTbl Cc cantTom AnA
Nnonb3oBaTeNen Npm yCTaHOB/IEHHOM
SSL ceptndukare.

(© 1c-BuTPHKC




¥ypHan BTOprKeHni (© 1¢c-BuTPUKC

B >XypHane BTOP)KeHUn | AT T -
BeJeTCA 3anncb NonbITOK
BHegpeHua SQL, e -
aTak yepes X35 u crore A B

[STAT_ACTMTY_LIMIT] [pessiweHUE NMMMTE BKTUEHOCTH.

BHeAPEHUA PHP. | [Fiam | [ Omewnms |

=
[ XypHan cobbituit

Srom=

th Pafioumii cTon + Hacrpoiixy © MpoasTvexan 3awwTa » MypHan sTopxeHni

B Hacrpowms | [] Excel

| Ha crpannue: 20 w
bia] = Bpens Cobbirie  Obbext P URL
1072355 30.03.2009 MNonbmka  §_SERVER["SCRIPT_URI®) 86.68.125.81 /tv/jav * ascript:void(0);
19:26:10 araxw [cTon-nmuer
yepes XSS
1072354 30.03.2009 Monwmka  §_SERVER["SCRIPT_URL"] 88.68.125.81 /[tw/jav * ascript:void(0);
19:26:10 aramu [cron-nwer
yepes XSS5

1072353 30.03.2009 Nonemxa $_SERVER["REQUEST_URI"] 88.68.125.81 /(tv/javascript:void(0);
19:26:10 araxw [eron-nuner

cimmmm WEE




3aWmnTa agMUHUCTPATUBHDIX

(© 1c-BUTPHKC
pa3saenos no IP

3almTa No3BONSAET CTPOro PerMaMeHTUPOBaTb CETU, KOTOPbIE
cYMTalOTCA 6e30MacHbIMU U U3 KOTOPbIX COTPYAHUKAM
paspellaeTca agMUHUCTPUPOBATb CanT

HacTponku "‘: 3awmTa agMUHMCTRATMEHOW YacTH 5

T @ Fafounii cron » Hactpoies » MPOAKTHEHAA 3WHTA * SAWMTA A0MHHACTRATHEHOMD DATAENS
' ¥ Kouteut
L=

Q‘A Cepescbi FAUMTE AAMAHACTPATHENOR HACTH
‘|| Beb-aHanTuKa -;2 OrpaHn4eHWe 4OCTYNA K AAMHUHHETPATHEHON YACTH BCeX, KpoMe YKa3aHHeIX IP-agpecos
{:}"} HacTpoki FAHMTA BBIRNOYEHA.
p—— BrasuTe 280MTY
[ .7 MsipaHoe
= ?} B sneseri | Baw IP-agpec Gein onpeaenes Kak: 192.168.0,93. Ecnn 3Te TaK, CKONKPYATE M0 M BCTAERTE B MONE BEOSA MHES,
[5] Cruscos nomeanearemns || H
[] Mpynines noneaosaTenei || 2
[] ¥poers gocTima ' 1100 NosseuTs
[=] MrmopT Nonscearenedt
= T Nowcx CoxpanmTe | MpureHuTE | OTMeHnTE |

[ [ MPOSKTMEHEA 3aWMTa
[ MaHens G230NacHoCTI
[ MpoasTHERSA EmsTD
[2] ¥ypHan eTopeHi
[ Oanopazoesie napons
=] KOHTPOME U@NOCTHOCTE
(2] B3T3 SAMMHMCTDATHMEHOND Dast
[ Sauwpara cecowmin
[=] KOHTpON: aKTUBHOCTM

_____________________J



CTon-nAucTbl (© 1¢c-ButPUKC

CTon-IUCT OrpaHM4YMBaET AOCTYN NOCETUTENEN K COAEPHKNMOMY
cauTa. Bce nonb3oBaTenn, KOToOpble NOMNbITAOTCA 3aUTU HA CAUT C
IP agpecamm, BKNIHOYEHHbIMM B CTOM-IUCT, OyayT 610KMpPOBaHbI.

D I ~  Cratyc akTMBHOCTH Hawano AKT. Canr IP aapec cetw Macka cetn Crat.
[ = 191 e 02.09.2011 11:48:38 Aa (Bce) Aa
wl = 189 25.07.2011 16:16:33 Aa (Bce) Aa
(1

= 187 03.06.2011 10:22:56 Ada (Bce) Aa
]

= 183 17.05.2011 15:27:39 Aa (Bce) Aa
=
0 = 181 e 11.04.2011 15:23:33 Aa (Bce) Aa
[l = 179 ﬁ 30.03.2011 11:08:12 Aa (BCe) Aa
[ = 177 ﬂ 26.03.2011 19:23:36 Aa (Bce) Aa
I = 175 23.03.2011 13:05:50 Aa (Bce) Aa
£
[l = 173 ﬁ' 12.03.2011 15:38:47 Aa (Bce) Aa
[l = 171 12.03.2011 15:36:09 Aa (Bce) Aa
Ll —

= 169 12.03.2011 15:33:34 Aa (Bce) Aa
L]



KoHTponb

UeNNOCTHOCTU CUCTEMDI

MexaHu3sm pacyeTa KOHTPOJZIbHbIX
CYMM BCETO NPOEKTa

Pa3genbHoe BblYUC/IEHME ANS
CTaTUYECKMX CTPaAHUL, U Koaa C
BO3MOHOCTbIO BUAETb, KOrAa MeHAN
0ObIYHbIM NONb30BaTENb U KOFAA MEHA
Beb-pa3paboTumk

[Mapoab NPOBEPKM HEe XPAHUTCA Ha
canTte

dann KOHTPONbHbBIX CYMM MOXHO
OTAE/IbHO COXPaHUTb y cebs ans
NPOBEPKM

B n1060i1 MOMEHT Bbl MOX<eTe NPpoBepPUTb
LLe/IOCTHOCTb AApPa, CUCTEMHDbIX obnacrten,
ny6anyHOM YacTu NpoayKTa

(© 1c-BUTPHKC




3awmTa ot PULIMHTA O 1c-ButPHKC

®duwuHr (aHrn. phishing, ot password — naposb u
fishing — pbibHaa noBAs, Bbly)KMBaHUE) — BUA,
NHTEPHET-MOLEeHHMYECTBA, LLe/Iblo KOTOPOro ABASETCA
NoNy4YeHUE AOCTYNA K KOHPUAEHUNANbHbIM AaHHbIM
nonb3oBaTenem — NOrMHam 1 Napoasam. ITo
NOCTUraeTca NnyTem NpoBeAeHNA MAaCCOBbIX PAaCcCbINOK
3NEKTPOHHbIX MMCEM OT UMEHU NONYASAPHbIX BpeHaos,
Hanpumep, oT UMeHM coumanbHbix ceTen (Facebook,
BKoHTakTe), 6aHKoB (CuTMbOaHK, Anbda-6aHK), npoumnx
cepsucos (Rambler, Mail.ru)

PUwmMHr — ogHa U3 pa3HOBUAHOCTEN COLMNAIbBHOM
NHXXeHepunn, OCHOBAHHOM Ha HE3HAHUM
N0/1b30BaTE/ISMM OCHOB CeTeBOM He30nacHOCTH

Mpwn BKIIKOYEHHOM 3aLLUTE BCE CCbIJIKU C CalTa Yepes3 peanpeKTbl

3alWMLLAOTCA AOMNONHUTEIbHBIM NAaPaMEeTPOM UHANBUAYA/IbHbIM
ANA canTa n aNna sToro nepexoga. BHewHme nepexoapl He byayT

paboTtaTb




pynnoBble NONUTUKU

(© 1c-BUTPHKC
6e3onacHoCcTH

=d BbinonHAeTcA npoBepka
AETOPWIaLUWK,]

CpoK XpaHeHWA aBTopu3aumMK, 3anoMHEHHOA Ha HE

Ha ANMHY Napo/sA U Ha roemuTepe hansiaeamens (menyrsy (LS NEgEonpeaeraT:

CpoK O2ACTBMA KOHTPOMBHOMO CnoBa ans HE
BXOXAEHUE B MNaAPOJib e e
MUHMMAaNbHAA ANKMHa Napons: HE
p mi py Napons Aon#eH coAep#aTs NaTWMHCKWE CHMBOILI HE
BEpXHErc perncrpa (A-Z):
CMMBOJIOB (!'I dTUHCKUNE Mapons momen coaspats nsTancKe CuMBons ] we nepeonpesenm

HUMKHEro perucrpa (a-z):

6y K B bl ) LII M ¢ p bl , 3 H a K M Napone nomxen conepxats undpel (0-9): [F]Ha e eanrE T

Mapone AoN#EeEH COOEPXaTh IHAKM NYHKTYILUMK He
SN @2 at()-_+=):

nepecnpegenaTs

nepecnpegenaTs

nepecnpenenaTs

nepecnpeqenaTs

npennuHaHua) e

KonuuyecTteo noneiToK BB04a Napona 4o nokasa He
CAPTCHA:

nepeonpenendr.




Peruncrpauua n astopusauus O 1c-BurPHKC

nO,ﬂ,TBEp)'K,EI,EH me Hactpoiika napamerpoe oto6pakeHuna CAPTCHA
perncrtpauunnm no email Npodmns | BonHs! o
MpospaqHocTs TekcTa B NpoueHTax o1 0 Ty
Ao 100:

HW¥HAR rpaHuua c.n'y-uaﬁHcrc uBeTa FFFFEF

MNopnep»KKa aBTOPU3aL UM e
OpenID M LiveID Bepx®HAR rpaHMLLE cnyyaiHoro ;EE;E: FFFFFF

Konuuecrso kpyros: 0

HW#HAR rpaHuua C.'1'_f‘-lal:'.1HGrG uBeTa

[eTanbHasa HacTPoOMKa e (i
CAPTCHA BepxHAR rpaHuua &ﬂ'y'HaHHC‘.'FCKIT:iEr;E:I FEEFFFE

NuHKM nosepx Tekcra: W) %

KonMyecTBo NUHKIA® D
Bbisoa CAPTCHA nocne N _ _hw
o HuHAR rpaHyLLa Cﬂ'y’HaMHCFCni:EELaI FFFFFF
HeycneLHbIX aBTopm3aLnii e iUIE-J

BepxHAS rpaHyua c.n',;qaﬁHc:rc: uBeTa FFFFEF -

NUHKAK: m
40

OTCcTyn TEKCTa cnesa:

Pazmep wpudta: 26 M




¥ypHan cobbiThii (© 1c-BuTPMKC

B )'KypHan 3aH()(:HTCﬂ | Hacrpoiikn || ABTOpHsauna m_ Cncrema obnoenenwii | [loctyn hd
CO6b|TMﬂ, CBA3adHHDbIEe C HacTtpoiika napameTpoB kypHana cobbITUA

aBTOpM3aLLMEIz M CrOoNbKo AHEN XpaHWTb cobBbITua: 7

o CobbITHA ANA 3aNKCH B MYpHan
pe rMCTpa Lllme M 3anWchbiBaTh BIXGA M3 CHCTEMEL [{]
I_I 0[] b3OBaTene l‘;l . ﬂIETan bH O FANUCEIBATE YCNEWHBIM BXOA El

JanwceiBaTe owwbry BxoOa

=

HaCTpa M Ba I'OTCH SanWCeIBaTE pPECMCTPAUWKY HOBOM2 NONB3I0BATENA
buUKcnpyemble cobbITUA.

=

3anuceBaTe owWnBKK PETMCTRAUKMK

=

3anWCEIBaTE 3aNPockl HA3 CHEHY Napona

=l

3anwcelBaTs CMEHY Napons

=

JanucelBaTe yAaneHWe Nnons3osaTend

=l

CoxpaHuTb ] [ [pureHnTE ] [ OTMeHnTE ] I Mo yronyaHwWo ]




Moaynb «[IpoaKTUBHaA 3awWmuTa»
BK/1IOUEH B COCTaB NPOrpamMmmMHbIX
NPOAYKTOB

(© 1c-BUTPHKC

«1C-butpukc: YnpasneHue cautom» (Bce peaakumm, Kpome «Crapt»)

«1C-BuTtpukc: KopnopaTtusHbIiii NopTan»

@ l:ﬁlﬂ'm“

98, o, s @

YNpaBnenwne canTomm
(HTTH

1C - BATEAKRC:
1C-BUTPUKC: Hopnopatwensli nopTan

. 1C-BuTpuKC:
-BUTPHKC: aTMBHbIH
1cVn|JaBneHMe caiTom < Kopnop

i



(© 1c-BUTPUKC NABOR\NFO
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